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1 Project Overview 
This document is intended to cover and detailed the design, development and 

deployment of Identity Management project for FHDA (Foothill De Anza) College 
District phase 1.  
The Foothill – De Anza Community College District serves the communities of the 
following cities in California: Cupertino, Los Altos, Los Altos Hills, Mountain-View, 
Palo-Alto, Stanford, Sunnyvale and portions of San Jose. 
The District has two main institutions, Foothill College and DeAnza College. 
 
IDFocus L.L.C. will assist the district with the IDM (Identity Management) solution 
across the two entities Foothill and De Anza.  
 
Identity Management solution will address the need for a unified system to manage the 
life cycle of different types of users in the district. Phase 1 in particular will create an 
infrastructure system and will automate the provisioning and de-provisioning to a meta-
data directory (EDS), Open LDAP, OID, AD  and Radius of district’s users such as faculty 
members, students, employees and contractors. 

1.1 Preface 
Foothill DeAnza Community College District selected IDFocus as the primary 

service provider for implementing a District-wide Identity Management System to 
support Foothill, DeAnza and the district services. 
The product selected to achieve FHDA Identity Management requirement is SUN 
Microsystems’s IDM and the solution of such system will be according to the capabilities 
of the product and according to the license agreement. 
 

1.2 Business Drivers 
Foothill DeAnza district is looking to establish an Identity Management with the 

vision to eventualy achieving a Single Sign on (SSO) IT services. Phase 1 will include 
the development of a centralized directory and automation of user provisioning and de 
provisioning; however phase 1 is the first phase towards that goal. 
The main business drivers for phase 1 are: 

1. Improve the end-user experience 
2. Centralized and managed the user credentials and information 
3. Reduce security breaches 
4. Centralized and monitoring logging and auditing 
5. Better compliance with regulations 
6. Automate IT activities 
7. Better ROI – users self registration and modifications in a secure manner. 

 

1.3 Solution Requirements 
Here are the main solution requirements and guidelines: 
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1.3.1 Security requirements: 
• Unified user ID and password value pair and ugly name and Pin value pair. Full 

synchronization with the portal, white pages, email, labs access and 
employee/student access. 

• Improve portal authorization and authentication process. This will be indirect due 
to the provisioning of the Meta directory into OID directory.  

• Prevent users from accessing the internal network before they generate a 
User/password according to the district password policy.  

• Centralize and simplify users processes for better control and tighter security 
• Ensure  password reset process is secured 
• User logging in the first time will be asked to provide their own and secured 

answers to predefined questions. 
• Maintaining configurable Policies for Login name and passwords.  

1.3.2 Audit requirements: 
The audit functionality is available as out of the box features of SUN IDM, here is the 
audit functionality, for a more granulated and detailed review the product 
documentation:  
• Every activity and every request is recorded. 
• Every activity and every request is available for  audit  
• Every attribute change is recorded  
• Audit should be maintained centrally via SUN IDM console 
• Reports are predefined with the SUN IDM and are available Out of the box 

1.3.3 Automation requirements 
• Minimize Help Desk assistance 
• Minimize the number of manual tasks 
• Minimize FHDA administrators manual intervention 
• Student, Employee and Contractor Self-Service support 

1.3.4 Technical requirements 
• A batch file must be generated every hour by the SI/HR legacy system with the 

structure defined in this document 
• Configure the SUN IDM connectors (OOTB connector) from the EDS to AD, 

OID, Radius store that reside on an LDAP directory and  Open LDAP 
• SUN Microsystems IDM will be used throughout this phase1 to accomplish the 

development using the SUN out of the box functionality only. 
• Passwords or any security information will not be synchronized back from the 

EDS to outside the firewall. 
• Maintain all communication with EDS IDM protected using HTTPS 
• Maintain the business logic in IDM  

1.3.5 Business process requirements:  
• Mainly backend processes in this phase 
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• No approval is defined in this phase 

1.4 Success Metrics – high level 
The FHDA district IDM phase 1 project will be considered as a successful delivery, 
according to the following: 

• Meta Directory is created in the IDM – EDS 
• IDM will provisioned to EDS and other target systems such as OID, AD Radius 

LDAP Open LDAP, according to the policies 
• IDM will forward EDS the a single Hourly data feed created by FHDA from the 

SI/HR systems 
•  Hourly data feed to the EDS from the batch file created from the SI/HR systems 
• Self service access for Student and Employees from IDM 
• Automation of the  processes of AD user information updates 
• Automation of the manual processes of Open LDAP user information updates 

 
 

1.5 Out of Scope Project Phase 1 
• RADIUS will be in the scope if it is installed and configured at the time of the 

milestone of provisioning – de provisioning to target systems. (see timeline 
attached) 

• This project and phase is based on SUN OOTB functionality, any requirement 
that is not included with the software is out of the scope for this phase. 

• Real time authorization and authentication will be handled by the portal. IDM 
system will provision accounts into the portal user store allowing it to check that 
user exists and that it is active 

• PW policy will leverage SUN IDM built-in capabilities only No approval 
workflows are included in this phase 

• FHDA IT team and IDFocus team will coordinate the HR feed input based on 
SUN IDM built in input options 

• All accounts creation, termination and modification will happen only via the SUN 
IDM system only 

• User related administrative tasks will be conducted via SUN IDM for all target 
systems it is connected to, 

• Touch Net connectivity is not in the scope of this phase. 
• IDFocus responsibilities: 

o IDFocus is not responsible for the authentication and authorization of 
users in the portal system.  

o IDFocus is not responsible as for synchronization problems that might 
exist between servers in the FHDA servers' domain, and assumes such 
problems do not exist. 

o FHDA is responsible for generating normalized users data, collect users data from 
all target systems, define UID policies, add UIDs to all users prior to uploading 
them to the IDM systems, defining the policies required ( pw policy, naming policy, 
user types policy, user type characteristics)  
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2 Functional Design - 

2.1 Introduction 
This document describes the IDM implementation process and its interfaces with 
FHDA systems: portal, data sources and HR and SI systems.  
IDFocus will build the necessary - rules, roles and will also build the EDS system. Other 
systems such as the FHDA portal are not part of IDFocus implementation responsibility.  

 

2.2 Current Status 
 

The Foothill DeAnza Community College District’s enterprise network infrastructure supports 
the following major data store systems that are directly associated with the future Identity 
management infrastructure: 
• SI – Student Information 
• HR – Employees Human Resources system  
• OID – Portal access information 
• AD – Active Directory for Labs allocation information 
• Open LDAP – White pages 
• RADIUS – Wireless access (The Radius Wireless user store is an LDAP server called 

Steel Belted). 
 

Today each data store system associated with an application with a separate UI for data 
entering. Each system is managed in a stand-alone mode and is either data manually inserted 
directly to the Directory or through a UI of its application. 
The following systems are currently in the network and will take part in phase 1 of the Identity 
management 
• Legacy system of Touch Net is used as the data entry for student registration (TouchNet 

has an additional functionality which is irrelevant for this project) 
• Legacy system which is Cobol- based is used for employee information 
• The portal web access is associated with the Oracle Directory. 
• Student and employee lab-scheduled allocation is manually entered into the AD 
• Employees information is partly loaded from the HR system and partially filled manually in 

the OpenLDAP Directory.  
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2.3 Transformation flow  
 

1. Users are created on the HR and SI systems; a combined batch file is then created and 
loaded by the IDM system once an hour.  

2. The Batch file will provide IDM all the attributes needed in order to update the EDS, OID, 
AD and LDAP. These details will be distributed to these resources according to the rules 
described ahead.  

3. The basic resources to be filled with the needed attributes before the user first login are 
the EDS and the OID.  

4. After the first IDM load there will be no manual updates to the other resources.  
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Picture: System Architecture 

 
 
 
 
 
 
 
 
 

2.4 Student User ID Implementation Policy 
 

2.4.1 Student entry point: 
Students access either www.foothill.edu or www.deanza.edu from a web browser. They are 
presented with a login and password input prompt.  

2.4.2 Portal processes: 
The Portal will enable the user to input two credentials in order to identify himself, these credentials 
may be either one of these combinations:  

1. LoginName + Password. – An existing user. 
2. CWID + Pin number – A new user. 

 
The cases in which the user is redirected to the Self Service UI (SSUI): 

• The portal is responsible to authenticate and authorize the user, if it is a new user then the 
portal will redirect the user to the SSUI. 
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• If the portal identifies the user LoginName but the user failed three times with his password 
the user is then redirected to the SSUI. 

• The portal will also contain a link to enable the user  to change his password, this link will 
redirect the user to the SSUI as well. 

 

2.4.3 IDM Processes: 
The IDM system will receive these credentials in for the login into the SSUI: 

• LoginName + Password. – An existing user. 
The user will be able to change the following attributes: 
1. LoginName – Unique: According to the UserID policy. If the user types an un-

appropriate name the system will return an error. 
2. Password – See Password Policy. 
3. Three questions to enable self identification in the future.  

• CWID + Pin number – A new user. 
Users have to fill in the following attributes:  
1. LoginName – Unique: Doug is responsible to deliver the LoginName Policy. 
2. Password – See Password Policy.  
3. Three questions to enable self identification in the future.  

• LoginName with no Password – User has forgotten his Password. 
The user will be required to answer two questions out of the three he answered when he 
first entered the portal, after answering these two, his password will be reset and a temp 
password will be sent to him by mail. 

• After all the actions described above the user will get a confirmation page with links 
enabling him to get back to the FHDA portal. 

 
Along with the Login ID and password being synchronized between EDS and OID, these 
credentials will be synchronized with Active Directory according to course rules; These must be 
supplied by FHDA college. 
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Picture 2 - Process flow diagram 
Student Access to Campus Portal 

 
 
 
 
Record disablement and purging: (These tasks are done by IDM)  
 

1. If there are 5 quarters of student inactivity (380 days), records are purged from EDS and 
OID. These actions meaning full deletion and do not apply for employees, employees 
records are to be set to a disabled status.  

 
2. Remove student accounts from AD after every quarter – as dictated by the courses 

enrolled rule in EDS. (The course rules are yet to be delivered to IDFocus by Doug).   
 

 
 

Account lock out: 
After 3 unsuccessful login attempts, the student is redirected to the secret questions. If the student 
cannot answer three (3) secret questions, the student is locked out for ½ hour. After 30 minutes, 
the student may start the process all over again. Basically this process might only happen while 
signing on to the Self Service UI and only if the LoginName is verified by the portal.  

2.5 Employee User ID Implementation Policy 
 

2.5.1 FHDA employee entry point: 
An employee can access either www.foothill.edu or www.deanza.edu from a web browser. They 
are presented with a login and password input prompt. 
 

2.5.2 Portal processes: 
The Portal will enable the user to input two credentials in order to identify himself, these credentials 
may be either one of these combinations:  

3. LoginName + Password. – An existing user. 
4. CWID + Pin number – A new user. 

 
The cases in which the user is redirected to the Self Service UI (SSUI): 

• The portal is responsible to authenticate and authorize the user, if it is a new user then the 
portal will redirect the user to the SSUI. 

• If the portal identifies the user LoginName but the user failed three times with his password 
the user is then redirected to the SSUI. 

• The portal will also contain a link to enable the user to change his password; this link will 
redirect the user to the SSUI as well. 
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2.5.3 IDM Processes: 
The IDM system will receive these credentials: 

• LoginName + Password. – An existing user. 
The user will be able to change the following attributes: 
4. LoginName – Unique: Doug is responsible to deliver the LoginName Policy. 
5. Password – See Password Policy.  
6. Three questions to enable self identification in the future.  

• CWID + Pin number – A new user. 
The user have to fill in the following attributes:  
4. LoginName – Unique: Doug is responsible to deliver the LoginName Policy. 
5. Password – See Password Policy.  
6. Three questions to enable self identification in the future.  

• LoginName with no Password – User has forgotten his Password. 
The user will be required to answer two questions out of the three he answered when he 
first entered the portal, after answering these two, his password will be reset and a temp 
password will be sent to him by mail. 

• After all the actions described above the user will get a confirmation page with links 
enabling him to get back to the FHDA portal. 

 
Along with the Login ID and password being synchronized between EDS and OID, these 
credentials will be synchronized LDAP, and Active Directory.  
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Picture 2 - Process flow Diagram: 
 
 

Employee Access to Campus Portal 
 
 
 
 
Technical overview of the system as described above: 

 
 

Employee Access to Campus Portal 
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2.5.4 Record disablement and purging: 
 
By Employment Status: (this status comes from the HR/SI feed) 

• Termination: Status T will result in disablement in EDS and OID immediately. This is 
accomplished by the IDM system changing the employee’s password, sending the 
disablement notification with changed password (which is a temp password) to the 
person’s manager as referenced in the Supervisor Position Code attribute. A notification, 
without the password, should also be sent to the HR mailbox and the Call Center mailbox. 
Disablement should last for 90 days. When 30 days remain, a notification should be sent to 
the employee’s supervisor, the HR mailbox and the Call Center mailbox. After this period, 
the account should be automatically removed from EDS, OID and AD. 

 
• Retirement: R, keep the account active for 1 year from the time the status was changed to 

R. Email notification should be sent to the person and the Call Center mailbox when the 
status is first changed to R, and when 30 days are left before account removal.  

• Resignation: (Henry to provide- status xxx) Keep the account active for 90 days from the 
time status was changed to xxx. Email notification should be sent to the person, the 
person’s manager and the Call Center mailbox when the status is first changed to xxx, and 
when 30 days are left before account removal.  
 

• Part-time Time Faculty: The record is kept active for 3 years, and then status code 
changed to T, treated just like terminations (above).  

 
• Student employees: When Employment Status becomes T, IDM checks to see if they are 

still an active student. If yes, then notify supervisor, HR or Call Center, but do NOT remove 
accounts, as the person is still an active student. Otherwise, treated like regular 
employees, when their employment status becomes a T (terminates process, see above).  

 
• Part-time and temporary staff: Uses the Part Time Flag attribute and the Status Change 

Date provided in HR extract, write a ‘D’ for disable to EmploymentStatus attribute. When a 
T status for this record arrives, treat like a regular termination (see above). 
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2.6  

2.7 Login to SSUI policy  

  
All users (students, faculty and staff) of the employee are redirected to the secret questions. If the 
employee cannot answer two out of three secret questions, the employee is locked out for ½ hour. 
After 30 minutes, the employee may start the process all over again.  A notification is sent to Help 
Desk (for employees only).  
 

2.8 Contractor Administration  
Contractors are not currently administered in HR. Therefore, contractor data will not be included in 
the data originating in HR. To allow contractors to access the portal, they will require administration 
via the Identity Manager’s administration function.  
 
Administrators of contractor data will be the members of the Call Center. Call Center employees 
will receive requests for contractor accounts via email, telephone or other means that are ‘out-of-
band’ to the IdM system. Call Center employees will require a web-based administration interface 
that functions as follows: (this will be done by a call centers system user with the appropriate 
rights) 

1. Requires authentication by the Call Center employee, conforming to the standard User ID 
and password supported by IDM (by email) 

2. The Call Center employee opens the Identity Manager Contractor administration web page 
by entering a specific URL, or, by selecting “Contractor Management” tab from delegated 
administration ‘home page’, if applicable. 

3. The Contractor Management screen requests input for the following fields: 
a. First name 
b. Last name 
c. CWID 
d. Password (must be changed upon first logon) 
e. PIN (must be changed upon first logon) 
f. Email Address 
g. Default Group (there is currently only one (1) default group, and this is the same 

for Employees and Contractors) 
h. Primary Department (drop down list, values to be provided by FHDA) 
i. Primary Division (drop down list, values to be provided by FHDA) 
j. Primary Site (drop down list, values to be provided by FHDA) 
k. Primary Location (drop down list, values to be provided by FHDA) 
l. Phone number (office phone, if available, cell phone also allowed) 

 
Once the information is entered, the Call Center employee hits the <enter> button on the web 
interface. The IDM system responds with a message of success, which includes the contractor’s 
CWID, password and PIN. Upon completion of the account creation via the delegated 

nitai ! 3/2/07 9:57 AM
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administration interface, the Call Center will provide in an email to the requestor (typically the 
supervisor of the contractor) the contractor’s CWID, password and PIN. Note, this activity is out-of-
band regarding IDM. 
 
Successful contractor record creation will result in records created in EDS, OID and AD. 
 
If the contractor record cannot be created, the IDM interface must indicate an unsuccessful update 
and the reason why the action failed (e.g., system not available, CWID already in use, insufficient 
password syntax, etc. IDM will provide a detailed explanation for these errors. 
 
The administration interface must also allow a Call Center employee to delete a contractor record. 
The record will be disabled from EDS, OID and AD upon the subsequent synchronization.  By 
default, the contractor records will be deleted from these systems after 90 days. However, the Call 
Center employee can override the 90-day deletion by requesting an ‘indefinite’ disablement. This 
feature is to allow the contractor to return to FHDA at a later date without having to re-create his or 
her identity record. 
 
Note that a pool of Contractor CWIDs will be made available to Call Center employees to select 
from sequentially. The provision and maintenance of this list is managed out-of-band, and is not 
the responsibility of the identity management delegated administration interface. 
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2.8.1 User ID Policy 
The user ID can be from 6-64 alphanumeric characters, case insensitive. Only four (4) 
special characters are allowed:  

1. @ (‘at’ symbol) 
2. -  (dash)  
3. _ (underscore) 
4. . (period) 

 

2.9 Password Policy 
 
All users (students, faculty and staff) of  the "Foothill-DeAnza" Community College 
District (FHDA) identity management system must create user passwords conforming to 
the following policy: 
 

o Contain both upper and lower case characters (e.g., a-z, A-Z) and at least one 
numeral 

o At least eight alphanumeric characters in length.  
o NO PASSWORD AGING  

 
All password resets are to occur through the IDM system and are subsequently 
synchronized to EDS, OID, AD and LDAP directory. 

2.10 Password Reset Policy 
When a user authenticates to the Campus Portal for the first time, the Portal should re-direct the 
user to the IDM Password Management interface to select and answer 3 secret questions for 
password reset self-service. Two (2) of the 3 questions will be ‘randomly selected’ to interact with 
the user during a password reset. 
 

2.11  Naming Policy 
User objects in the IDM system will conform to the following naming policy: 
 
Uid=self-selected ‘friendly name’ up to 128 characters 
Organizational Unit=People 
Domain component =FHDA 
Domain component=EDU 
(All fields are non-case sensitive) 
 
For example, a person distinguished name will be of the form: 
 
uid=goofy1; o=people, dc=fhda; dc=edu 
 
Person entries in this namespace will be comprised of the following LDAP object classes: 
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o person 
o organizationalPerson 
o inetOrgPerson 
o eduPerson 
o fhdaPerson 

 
Applications and services will be under an organizational unit called ‘ou=Applications and Service”.  
These objects will conform to the following naming policy: 
 
commonName (cn) = application name (e.g., ‘campus portal’) 
ou=Applications and Services 
Domain component = FHDA 
Domain component = EDU 
 
A DN will be of the form: 
 
cn=campus portal; ou=applications and services; dc=fhda; dc=edu 
 
The application or service will be comprised of the following LDAP object classes: 
 

o applicationEntity 
o fhdaApplication (tbd) 

 

2.12  Employee Affiliation attributes Definition 
Roles will be assigned to employees, by concatenating the concatenation of the Employment Type 
code (HR field MF-CLASS-CODE) and the primary and secondary site codes. The role is assigned 
to the inetOrgPerson role attribute, and is multi-valued.  Example: Central Services$Classified, 
Part-Time Faculty$DeAnza.  
 
Other ‘roles’ are very high level and only assigned as eduPersonAffiliation and 
eduPersonPrimaryAffiliation. Please see the schema spreadsheet in the next section for 
information on the sourcing and allowable values for these attributes.  
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3 Technical Design  
 

3.1 EDS data structure – 
The heart of the IDM is the Enterprise Directory Server (EDS), this is the Meta – directory that is created to act as the central 
repository of the IDM system.  
The structure of the EDS is described below (first column Field Name in EDS) and is mapped to the field names of the SI/HR 
legacy systems (Field Name from HR/SI), The data is initially fed from the batch file created by the legacy system of the SI/HR 
system onto the EDS according to the mapping. 
The EDS data type is String, Date, Integer and Boolean only, so the field length is irrelevant for EDS. 

 
Field name in EDS Field Name from HR/SI (in 

CSV File) 
Field 
Length 

Field 
Type 
in IDM 

Type 
in EDS 

Single/ 
multyline 
in EDS 

Field 
Updateble 
in IDM 

Creation Logic ??? 

Full_Name NAME 30 String 
Field 

String S yes     

Last_Name LAST_NAME 15 String 
Field 

String S yes     

First_Name FIRST_NAME 25 String 
Field 

String S yes     

Middle_Name MIDDLE_NAME 15 String 
Field 

String S yes     

Chosen_Name DIRECTORY_FIRST_NAME 40 String 
Field 

String S no   ??? 

Login_Name none 30 String 
Field 

String S yes     

CWID AA_CWID 9 String 
Field 

String S no     

Universal_Name 
(Ugly_Name?) 

UNIVERSAL_NAME 7 String 
Field 

String S no     
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Role JOB_CODE + SITE Collection 
of fields 
(26)  

List String M no Concatenation of    
JOB_CODE and 
SITE (eg. Part-
Time 
Faculty$DeAnza) 

  

Job_Title JOB_TITLE 30 String 
Field 

String S no     

Position_Number POSITION_NUMBER 5 Integer 
Field 

Integer S no     

Supervisor_Position_ 
Number 

SUPERVISOR_POSITION_ 
NUMBER 

5 Integer 
Field 

Integer S no     

Department PRIMARY_DEPARTMENT 30 List String M (???) no   ??? 
Division PRIMARY_DIVISION 30 List String M (???) no   ??? 
Secondery_Site_Name POSITION_NUMBER 1 List String M (???) no First Digit of 

POSITION_ 
NUMBER 

??? 

Primary_Site_Name CAMPUS 16 String 
Field 

String S no     

Primary_Location PRIMARY_LOCATION 30 String 
Field 

String S no     

Office_Phone OFFICE_PHONE 10 String 
Field 

String S no     

Other_Phone none List (10) List String M yes     
URL  
(Personal_Web_Site?) 

none List (50) List String M yes     

Default_Group CAMPUS+JOB_CODE 30 String 
Field 

String S no Derives from 
CAMPUS and 
JOB_CODE 
CS_Administrators; 
CS_Staff; 
CS_Supervisors; 
CS_Temporary; 
DA_Administrators; 
DA_Staff; 
DA_Supervisors; 
DA_Students; 
DA_Faculty; 

  



 

All information in this document is the proprietary of IDFocus and FHDA  

DA_Temporary; 
FH_Administrators; 
HF_Staff; 
FH_Supervisors; 
FH_Students; 
FH_Faculty; 
FH_Temporary; 

Employment_Type CLASS_CODE 30 String 
Field 

String S no HR Table   

Employment_Status DISTRICT_STATUS 30 String 
Field 

String S no T (Terminated) ,R 
(Retired),Disabled 

  

Status_Change_Date LAST_ACTIVITY_DATE 8 Date 
Field 

String 
(Date) 

S no     

Email_Address EMAIL_ADDRESS 30 String 
Field 

String S no     

Guid none   String 
Field 

String S no IDM Generated 
(what for?) 

  

Password none 30 String 
Field 

String S yes     

PIN PIN_NUMBER 6 String 
Field 

String S no     

Major MAJOR List (30) List String M no     
Classes_Enrolled ENROLLED_COURSE_ 

NUMBERS 
List 
(5/30) 

List String M no Translation from 
codes? 

??? 

Classes_Taught TAUGHT_COURSE_NUMBERS List 
(5/30) 

List String M no Translation from 
codes? 

??? 

Fees_Paid_Flag CURRENT_BALANCE 1 Integer 
Field 

Bollean  S no If CURRENT_ 
BALANCE <=0 
then 0 

  

Creation_Date none 8 Date 
Field 

String 
(Date) 

S no Generated while 
load  

  

IDM_Change_Status_ 
Date 

none 8 Date 
Field 

String 
(Date) 

S no Updated when 
Status Changes 
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Frequency of Use: Any time 
Alternate use case: Use cases that 
are very similar or associated with 
this one: 

Forgot my Password 

Exceptions & error handling: None 
References:  
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4.7. Use Case 7 – User Self Service for User attributes modifications 
 
7. User Self Service – User attributes modification 
Use Case ID:  7 

Use Case Description : 

User (Student Employee and Contracto) logs in to the 
Self service system through the Portal and press the 
“change my other attributes” link.  

The user can then change his personal attributes.  
Business Owner:  
Version number: 1.0 
Last updated by: Yaniv Ran 
Use case approved by:  
End objective: To update personal changeable details by the user, such 

as last name, first name and middle name.  
Affected Target systems: OID, LDAP, RADIUS, EDS, AD 
Affects on target systems: Change the user personal attributes value. 
Affects on Identity management 
systems: 

Change the user personal attributes value in the system. 

Pre-requisites: User has to be provisioned through the IDM, user have to 
be logged in to the portal, and redirected through it to the 
self service system.  

Dependencies: User is provisioned in all required repository systems. 
Possible use cases sources, 
Triggers : 

Self service. 

The person requesting :  
Entity types affected: Student, Employee, Contractor 
Approvers & other actors: None 
The status of the entity types 
when use case started : 

Active (second time access or later) 

Activities associated with this use 
case: 

Portal access 

The attribute changed : First_Name,Last_Name,Middle_Name 
Possible values of the attribute 
changed : 

 

The number of independent 
requests per single request : 

One update for each repository. 

In process messages & 
notification : 

None 

Post process messages & 
notifications: 

None 

Timeline & escalation: Immediate  
Statuses reported and Failover: None 
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Frequency of Use: Rare 
Alternate use case: Use cases that 
are very similar or associated with 
this one: 

User Self Service for password Change. 
User Self Service for User Questions and Answers 
modifications 

Exceptions & error handling: None 
References:  

 

4.8 Use Case 8 – User Self Service for User Q&A modifications 

 
8. User Self Service – User Questions/Answers modifications 
Use Case ID:  8 

Use Case Description : 
User logs in to the self service module through the porta 
and press the “Change answer to authentication 
questions”. The user then can change his answers. 

Business Owner:  
Version number: 1.0 
Last updated by: Yaniv Ran 
Use case approved by:  
End objective: User modified his answers for the authentication 

questions. 
Affected Target systems: None 
Affects on target systems: None 
Affects on Identity management 
systems: 

Change to the answers of the authentication questions. 

Pre-requisites: User Provisioned in the system and set up his question 
answers on the first login. 

Dependencies: Portal login. 
Possible use cases sources, 
Triggers : 

User Self Service. 

The person requesting :  
Entity types affected: All entities that use the Portal (Student,Employee, 

Contractor) 
Approvers & other actors: None 
The status of the entity types 
when use case started : 

Active 

Activities associated with this use 
case: 

Change challenge questions 

The attribute changed : (Internal IDM answers field.) 
Possible values of the attribute 
changed : 

Any 

The number of independent One update to the IDM database. 
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requests per single request : 
In process messages & 
notification : 

“Please answer the following question 

Post process messages & 
notifications: 

None 

Timeline & escalation: Immediate 
Statuses reported and Failover: None 
Frequency of Use: Rare 
Alternate use case: Use cases that 
are very similar or associated with 
this one: 

User Self Service for password Change. 
User  Self Service for User Attributes modifications 

Exceptions & error handling: None 
References:  
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4.9. Use Case 9 –User Termination Process 
 
9. Deactivating User by Rule – user Termination process 
Use Case ID:  9 

Use Case Description : 

The IDM received an update on a user from the HR/SI 
system with the user status changed to “T”. User is 
immediately disabled on OID and EDS systems. The 
employee’s manager will receive a notification (email) 
about the employee’s disablement, as well as the HR.  

In case when the IDM Identifies the Terminated employee 
as a valid student, It will notify (mail) the Employee 
Supervisor ( this entity type should be defined in the 
beginning of the document as well), and Call Center 
(same). The Accounts Will not be removed or disabled on 
the EDS and OID systems.  

Business Owner:  
Version number: 1.0 
Last updated by: Yaniv Ran 
Use case approved by:  
End objective: User is disabled on OID and EDS systems 
Affected Target systems: OID,EDS 
Affects on target systems: User Status changed to Disabled. 
Affects on Identity management 
systems: 

User accounts are Disabled. Wasn’t there something 
about modifying the password as well? 

Pre-requisites: HR file sent a modify row with the “T” field for the 
appropriate user. 

Dependencies: None 
Possible use cases sources, 
Triggers : 

HR/SI CSV file. 

The person requesting : NA 
Entity types affected: Employee 
Approvers & other actors: HR and Employee manager. No approvers 
The status of the entity types 
when use case started : 

Active or disabled. 

Activities associated with this use 
case: 

 

The attribute changed : User disabled on OID and EDS (and on IDM?) 
Possible values of the attribute 
changed : 

T 

The number of independent 
requests per single request : 

One for each repository system.  

In process messages & None 
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notification : 
Post process messages & 
notifications: 

None 

Timeline & escalation: None 
Statuses reported and Failover: None 
Frequency of Use: The Action will be activated each time a file containing 

users of Status “T” loaded to the system. 
Alternate use case: Use cases that 
are very similar or associated with 
this one: 

Deactivating User by Rule for Part-time Faculty member. 
Deactivating User by Rule of Employee which is still an 
active Student. 
 

Exceptions & error handling: None 
References:  
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4.10 Use Case 10 – Deactivating User by Rule for part –time faculty 
member 

 
 
10. Deactivating User by Rule - Part-time Faculty Member 
Use Case ID:  10 

Use Case Description : 
A part time Faculty member is terminated after 3 years. 
His status is changed to “T” and treated like Termination 
Process. 

Business Owner:  
Version number: 1.0 
Last updated by: Yaniv Ran 
Use case approved by:  
End objective: Part Time Faculty Member is terminated after 3 years. 

Status changed to “T” 
Affected Target systems: Only IDM starts the termination process (see above)  
Affects on target systems:  
Affects on Identity management 
systems: 

Status change to “T” after three years from Creation date. 

Pre-requisites: Record of Part-Time Faculy Member created in the IDM 
system and target systems.  

Dependencies: None 
Possible use cases sources, 
Triggers : 

IDM only 

The person requesting : None 
Entity types affected: Employee (Part Time Faculty Member) 
Approvers & other actors: None 
The status of the entity types 
when use case started : 

Active 

Activities associated with this use 
case: 

Employee Termination 

The attribute changed : Employment_Status 
Possible values of the attribute 
changed : 

“T” 

The number of independent 
requests per single request : 

One request for the IDM system. 

In process messages & 
notification : 

None 

Post process messages & 
notifications: 

None 

Timeline & escalation: None 
Statuses reported and Failover: None 
Frequency of Use: The task will run once a day at a decided time. 
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Alternate use case: Use cases that 
are very similar or associated with 
this one: 

Deactivating User by Rule of Termination Process 
Deactivating User by Rule of Disabling Part-time and 
Temporary Staff Members 

Exceptions & error handling: none 
References:  
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4.11. Use case 11 – Deactivating User who is an employee who retired. 
 
11. Deactivating User by Rule – Deactivating User who is an Employee who retired 
Use Case ID:  11 

Use Case Description : 

When an employee retires his account is being changed 
to status “R”, when IDM get the “R” status it will notify 
(Email). After a year minus 30 days (335 days) another 
notification will be submitted to the Call center. After 30 
days the Account is removed from all target systems. 

Business Owner:  
Version number: 1.0 
Last updated by: Yaniv Ran 
Use case approved by:  
End objective: User is removed from all the Target Systems. 
Affected Target systems: OID, EDS, AD, OpenLDAP, Radius 
Affects on target systems: User deleted. 
Affects on Identity management 
systems: 

User is deleted from the IDM system. 

Pre-requisites: User is provisioned on the IDM system and target 
systems. 

Dependencies: None 
Possible use cases sources, 
Triggers : 

HR feed 

The person requesting :  
Entity types affected: Employee 
Approvers & other actors: None 
The status of the entity types 
when use case started : 

Active 

Activities associated with this use 
case: 

 

The attribute changed : Status 
Possible values of the attribute 
changed : 

R and T 

The number of independent 
requests per single request : 

One Deletion Request for each Target System. 

In process messages & 
notification : 

To someone upon changing to R 
To call center 30 days before deletion. 

Post process messages & 
notifications: 

None 

Timeline & escalation: None 
Statuses reported and Failover: None 
Frequency of Use: Each time the HR system submits a file containing users 

with “R” status.  
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Alternate use case: Use cases that 
are very similar or associated with 
this one: 

Deactivating User by Rule of Termination Process 
 

Exceptions & error handling: None 
References:  
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4.12 Use case 12 – Employee Resignation 
 
12. Deactivating User by Rule – Employee Resignation 
Use Case ID:  12 

Use Case Description : 

When user Status is change to “XX” (Status), a 
notification (mail) will be sent to the employee, the 
employee manager and to the Call Center. After 60 days 
another notification is sent again. After another 30 days 
the Employee status is Changed to “T”. 

Business Owner:  
Version number: 1.0 
Last updated by: Yaniv Ran 
Use case approved by:  
End objective: User is Terminated. 
Affected Target systems:  
Affects on target systems:  
Affects on Identity management 
systems: 

User Status changed to “XX”. 

Pre-requisites: User is created on the IDM And Provisioned on the Target 
Systems. 

Dependencies: HR/SI CSV File contains User with “XX” 
Employment_Status. 

Possible use cases sources, 
Triggers : 

HR file 

The person requesting : None 
Entity types affected: Employee 
Approvers & other actors: None 
The status of the entity types 
when use case started : 

Active 

Activities associated with this use 
case: 

 

The attribute changed : Employment_Status 
Possible values of the attribute 
changed : 

“XX”,”T” 

The number of independent 
requests per single request : 

One request to the IDM System. 

In process messages & 
notification : 

Notification to the employee, call center and employees 
manager 
After 60 days another notification to the employee, call 
center and the employees manager 

Post process messages & 
notifications: 

None 

Timeline & escalation: None 
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Statuses reported and Failover: None 
Frequency of Use: Each time a SI/HR file is loaded containing users with 

“XX” Employment_Status. 
Alternate use case: Use cases that 
are very similar or associated with 
this one: 

Deactivating User by Rule of Termination Process 
 

Exceptions & error handling: None 
References:  
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4.13 Use Case 13 – Deletion of student after being inactive for 380 days 
 
13. Deactivating User by Rule – Deletion of student after being inactive for 380 days 
Use Case ID:  13 

Use Case Description : 
After a Student was not active for 380 days (how do we 
decide a user was not active?) his account is deleted from 
EDS and OID.  

Business Owner:  
Version number: 1.0 
Last updated by: Yaniv Ran 
Use case approved by:  
End objective: Inactive Student deletion. 
Affected Target systems: OID, EDS. (what about AD,OpenLDAP and Radius?) 
Affects on target systems: Deletion of User accounts. 
Affects on Identity management 
systems: 

Deletion of User Account from IDM.  

Pre-requisites: User is Created on IDM and provisioned on Target 
Systems.  

Dependencies: None 
Possible use cases sources, 
Triggers : 

Internal IDM 

The person requesting : None 
Entity types affected: Student ( Only Students who are not employees)  
Approvers & other actors: None 
The status of the entity types 
when use case started : 

Active 

Activities associated with this use 
case: 

 

The attribute changed :  
Possible values of the attribute 
changed : 

 

The number of independent 
requests per single request : 

One Deletion request is sent to Each target system. 

In process messages & 
notification : 

 

Post process messages & 
notifications: 

 

Timeline & escalation: None 
Statuses reported and Failover: None 
Frequency of Use:  
Alternate use case: Use cases that 
are very similar or associated with 
this one: 

Deactivating User by Rule of Termination Process 
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Exceptions & error handling: None 
References:  
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4.14 Use case 14 – Remove Active accounts for students. (this whole use 
cae need review) 

 
14. Deactivating User by Rule – Remove Students account from Active directory on Quarterly basis. 
Use Case ID:  14 

Use Case Description : 

After a quarter ends, the Students Accounts are deleted 
from the AD according to the Courses the user is enrolled 
at. Are we deleting accounts or modifying the AD groups 
of the account? 

Business Owner:  
Version number: 1.0 
Last updated by: Yaniv Ran 
Use case approved by:  
End objective: Remove Student Account from AD according to Courses. 

(Removing the Account from the Student meaning 
removing the groups from the Account, or deletion of the 
account?) 

Affected Target systems: AD 
Affects on target systems: Remove of AD account. 
Affects on Identity management 
systems: 

Remove User account connection to AD? 

Pre-requisites: User is created on IDM and provisioned on AD.  
Dependencies:  
Possible use cases sources, 
Triggers : 

 

The person requesting :  
Entity types affected: Student which is not an employee (???) 
Approvers & other actors: None 
The status of the entity types 
when use case started : 

 

Activities associated with this use 
case: 

 

The attribute changed : AD groups? Or Deletion of AD account. 
Possible values of the attribute 
changed : 

 

The number of independent 
requests per single request : 

One request per AD group? Or one request per AD 
account? 

In process messages & 
notification : 

 

Post process messages & 
notifications: 

 

Timeline & escalation:  
Statuses reported and Failover:  
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Frequency of Use: Each time at the end of a quarter.  
Alternate use case: Use cases that 
are very similar or associated with 
this one: 

Deletion of student after being inactive for 380 days 

Exceptions & error handling:  
References:  
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4.15 Use case 15 – Deletion of Contractor. 

 
15. Deletion of Contractor. 
Use Case ID:  15 

Use Case Description : 

The deletion of a contractor is done through the Identity 
management Admin Console. The HR person can delete 
a Contractor that was also created by that system. The 
Deletion of the user is a scheduled deletion after 90 days.   

Business Owner:  
Version number: 1.0 
Last updated by: Yaniv Ran 
Use case approved by:  
End objective: Delete all the contractors account from all target system 

and IDM? 
Affected Target systems: AD, OpenLDAP, OID, Radius,EDS 
Affects on target systems: Contractor is disabled in the Target Systems and will be 

deleted After 90 days.  
Affects on Identity management 
systems: 

Deletion of contractor Account from Identity management 
system.  

Pre-requisites: User is created on IDM and provisioned on the Target 
Systems.  

Dependencies: None 
Possible use cases sources, 
Triggers : 

IDM GUI 

The person requesting : Call center representative 
Entity types affected: Contractor 
Approvers & other actors: Service Center/ HR employee can stop the deletion 

process before the 90 days are over,  
The status of the entity types 
when use case started : 

Active 

Activities associated with this use 
case: 

Disable accounts 
Delete accounts 

The attribute changed : Account status 
Accounts itself 

Possible values of the attribute 
changed : 

Active or disabled 

The number of independent 
requests per single request : 

One request for each target system once for every action 
(disable and deletion). 

In process messages & 
notification : 

None 

Post process messages & 
notifications: 

None 
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Timeline & escalation: None 
Statuses reported and Failover: None 
Frequency of Use:  
Alternate use case: Use cases that 
are very similar or associated with 
this one: 

 

Exceptions & error handling: None 
References:  
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5 Screens – 
 
Some of the IDM processes are invoked in the background and not associated with UI 
(User Interface), this is true for Use cases 1, 2 and 3.  
 
Use case 4  
The IDM Login screen is launched after User Login to the District Portal with CWID and 
Pin number. The user is prompt to change the User name, Password and personal 
questions and answers: 
 

 
 
User logs in for the first time, have to type in a new username and a new password as 
well as answer two predefined questions. 
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Use Case 5: Forgetting Password 
This screen will be launched after User access the Login screen of the District Portal 
without remembering his/hers password. 
 
 

 
The user who forgot his password has to type in answers for 2 of his questions in order to 
be able to set a new password. 
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User forgot his password and has to change his password. 
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User logs in to the Self Service module and presses the “change my password” link. 
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User logs in to the Self Service module and presses the “Change Answers to 
Authentication Questions” link. 
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6 Server network configuration: 
 
The FHDA district Network is comprised of three major Domains: 

1. Open Domain 
2. Academic Domain 
3. Secure Domain 

The network domain that is considered the most secured is the Secure Domain and 
therefore the IDM and the EDS servers are located on the secure network behind the 
Citrix NetScaler proxy. The OID and the legacy of student/employee information is in the 
secured network as well.  
Academic is a semi-secured network and the Gateway is the communication port between 
the IDM (secured) and the AD server semi-secured);  
The Open network is the un secured network and allow users to access the portal web 
pages as well as access to the white pages for employee information. 
 
 
 

 
 
Picture - Network configuration of FHDA district 
 



 

All information in this document is the proprietary of IDFocus and FHDA  

7 Server physical configuration: 
 
The following physical configuration describes the layout of the physical configuration 
throughout the project life cycle phases: 
 

1. Development Phase 
For the Development phase, 3 servers will be allocated and configured to 
accommodate the following servers: 
• EDS Server 
• IDM Server 
• Gateway Server 
To simulate a real-production environment the Gateway server will be loaded and 
installed with all the Target systems required for this phase. 

 
2. Testing Phase 
For the Testing phase, 3 servers will be allocated and configured to accommodate the 
following servers: 
• EDS Server 
• IDM Server 
• Gateway Server 
To simulate a real-production environment the Gateway server will be loaded and 
installed with all the Target systems required for this phase of the Testing Phase. 
During the testing phase for mirroring and load balancing testing another equivalent 
set of 3 servers will be loaded and configured for testing puposes. 

 
3. Production system 
For the Production phase, 3 servers will be allocated and configured to accommodate 
the following servers: 
• EDS Server 
• IDM Server 
• Gateway Server 
The target systems will be connected in real time and the testing phase servers will 
act as the mirroring servers for high availability and load balancing. One set for De 
Anza users’ data and the other set for Foothill users data. 
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EDS ServerIdm ServerGateway Server

EDS ServerIdm ServerGateway Server 
With AD /OID /LDAP/Radius

EDS ServerIdm ServerGateway Server

Phase 1: 
Development 

Servers.

Phase 2: 
Test Servers .

Phase 3: Production Servers

In production phase these servers will become Foothill servers :

In production phase these servers will become De -Anza servers :

 
 
 
 
 
 
Picture – Physical configurations for Development, Testing and Production phases. 
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8 Software platform installation: 
 
The following diagram describes the software installation requirement on each of the set 
of servers for the Development, Testing and Production environment. 
Operating System: 

• Windows 2003 Server 
• Red Hat Linux AS4 platform  

 
Servers set up will be as following and will include the following applications as 
described in the attached picture: 
 
Server 1 – Gateway Server (Windows) 

• Target systems (except for the production) 
Server 2 – IDM Server (Linux) 

• Web server – Apachi 
• Application Server – Tom Cat 
• Database – MySQL  

Server 3 -  EDS Server (Linux) 
• SUN Directory 

 
Note: FHDA district made a choice of which web server, application server, data base 
and operating system based on the district IT requirement, budget and SUN configuration 
recommendations (see attached Exhibit A).  
The robustness of the solution is driven also from the robustness of the supporting 
software. 
 
Note: For this project FHDA district allocated a total of 10 servers. Therefore for 
Development will be used 3 servers plus one for the target systems. For Testing 6 
systems will be used and will overlap with the production system.  
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EDS Server :
Red Hat linux AS 4

Sun Directory

Idm Server :
Red Hat linux AS 4

Tomcat Apache server
MySQL 5.0/MS-SQL/Oracle

Gateway Server : 
Windows 2003 Server

EDS Server :
Red Hat linux AS 4

Sun Directory

Idm Server :
Red Hat linux AS 4

Tomcat Apache server
MySQL 5.0/MS-SQL/Oracle

Gateway Server : 
Windows 2003 Server

EDS Server :
Red Hat linux AS 4

Sun Directory

Idm Server :
Red Hat linux AS 4

Tomcat Apache server
MySQL 5.0/MS-SQL/Oracle

Gateway Server : 
Windows 2003 Server

Testing Servers

Development Servers
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EDS Server :
Red Hat linux AS 4

Sun Directory

Idm Server :
Red Hat linux AS 4

Tomcat Apache server
MySQL 5.0/MS-SQL/Oracle

Gateway Server : 
Windows 2003 Server

EDS Server :
Red Hat linux AS 4

Sun Directory

Idm Server :
Red Hat linux AS 4

Tomcat Apache server
MySQL 5.0/MS-SQL/Oracle

Gateway Server : 
Windows 2003 Server

Production Servers

 
 
Picture – Software Platform Installation 
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9 Project Timeline   
    
Milestone Description Date Done By 

IDM project design delivered to FHDA district   3/2/2007 IDFocus 
Generate a production CSV with the data schema and 

real data of: 
3/9/2007 FHDA 

1.       HR/SI system     
Creation of HR/SI file according to these 

fields: This file must be clean and normalized. 
    

2.       Radius system     
3.       OID system     
4.       AD system     
5.       LDAP system     

1 

Design document reviewed and signed off by the 
district (final sign off) 

    

2 System network, Operating Systems, Software 
and Hardware set up, installation and 
configuration in all phases: Development, Testing 
and Production environment (10 systems). 

    

  Networking configuration –      
  Configuring 3 servers on a separate domain in order 

to use them at the development phase.  
    

  Configuring 3 as follows:      
  1 Server on the Academic network.     
  2 Servers on the Secure network.     
  Operating System installation and configuration-     
  Install Windows 2003 Server O/S on 3 servers.      
  Install Red-hat Linux AS4 on 6 Servers     
  Prepare the last server for the repositories. (OID)     
  Radius installation and configuration     
  Target systems installed on 1 system      
  (simulation environment)     
  Remote access grant for IDFocus consultant     
  Proxy installation and configuration     

3 SUN Microsystems Identity Manager installation and 
configuration 

3/16/2007 IDFocus 

  Connectivity from Gateway to Proxy to IDM   Support from 
FHDA 

  SUN Enterprise Directory installation and 
configuration 

    

  Gateway configuration and installation     



 

All information in this document is the proprietary of IDFocus and FHDA  

  MySQL installation and configuration on 3 systems     
  TomCat installation and configuration on 3 systems     

4 EDS population with authoritative data Open 
LDAP, OID, AD and RADIUS and provision/de-
provision accounts                                    

4/6/2007 IDFocus 

  Data analysis of HR/SI feed     
  EDS configuration     
  Roles definition and configuration     
  Target systems connectivity     
  IDM business processes configuration     

5 IDM project Development Phase 4/20/2007 IDFocus 
  Identity Management system screen development     
  Unit testing     

6 IDM project Testing Phase 4/27/2007 IDFocus  
  •         Configuration of the Test servers against 

the Dev Repository server and against the Dev Servers 
as mirroring.  

    

  Simulation of system mirroring using the production 
set systems and the testing systems. 

    

  Load balancing testing through Proxy      
  Proxy connectivity checks of IDM connection to 

repositories of target systems 
    

  Acceptance tests     
  Configuration of The Test Servers against the 

remaining Production servers and live Repository 
servers. 

    

7 IDM project Production Phase 5/11/2007 IDFocus 
  Switch the approved testing environment to 

production systems (2 sets of 3 systems). 
    

  Connectivity testing     
  User acceptance test     

8 District Sign Off 5/23/2007 IDFocus 
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10 Exhibit A – SUN Microsystems Installation 
recommendation 

 
SUN Microsystems published in its Installation Documentation the software environment 
recommendation for SUN Enterprise Identity Management Suit Software. 
 
The source of this information is available at the following URL: 
http://docs.sun.com/source/819-4480/IM_Installation_chapter1_beforeinstall.htm 
 
The following information is a copy of the above URL link for immediate review.  

10.1  Supported Software and Environments  

This section lists software and environments that are compatible with the software:  

o Operating Systems 
o Application Servers 
o Browsers 
o Database Servers 
o Java Runtime Environment 
o Sun Identity Manager Gateway 
o Supported Resources 
o Web Servers 

 
Note  Because software product developers frequently ship new versions, 
updates, and fixes to their software, the information published here 
changes often. Review the release notes for updates before proceeding 
with installation.  

 

10.2  Operating Systems  

o AIX 4.3.3, 5.2, 5L v5.3 
o HP-UX 11i v1, 11i v2 
o Microsoft Windows 2000 SP3 or above 
o Microsoft Windows 2003 
o Solaris 8, 9, 10 Sparc and x86d 
o Red Hat Linux Advanced Server 2.1 
o Red Hat Linux Enterprise Server 3.0, 4.0 
o Novell SuSE Linux Enterprise Server 9 SP1 
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10.3  Application Servers  

The application server you use with these applications must be Servlet 2.2-compliant and 
installed with the included Java platform (unless noted as follows):  

o Apache Tomcat 
 Version 4.1.x (with JDK 1.4.2) 
 Version 5.0.x (with JDK 1.4.2) 

o BEA WebLogic® Express 8.1 (with JDK 1.4.2) 
o BEA WebLogic® Server™ 8.1 (with JDK 1.4.2) 
o IBM WebSphere® 6.0 
o IBM WebSphere® Application Server - Express Version 5.1.1 (with JDK 

1.4.2) 
o Sun™ ONE Application Server 7 
o Sun Java™ System Application Server Platform Edition 8 
o Sun Java™ System Application Server Platform Edition and Enterprise 

Edition 8.1 

 
Note  If your current application server does not support JDK 1.4.2, please 
check with your vendor to examine the implications of upgrading to one 
that does before installing Identity Installation Pack 2005Q4M3.  

 

10.4  Browsers  

o Microsoft Internet Explorer 5.x and later 
o Safari 2.0 and later for Mac OS X 10.3.3 and later 
o Mozilla 1.78 with JRE 1.5 
o Firefox 1.04,1.05,1.06 with JRE 1.5 

10.5  Database Servers and Directories  

o IBM® DB2® Universal Database for Linux, UNIX®, and Windows® 
7.x, 8.1, 8.2 

o Microsoft SQL Server™ 2000 
o MySQL™ 4.1 
o Oracle 9 ® and Oracle 10g ® 
o Oracle Database 10g Release 1® 
o Oracle E-Business Suite (Financials) 11.5.10® 

 
Note  You must configure your database with a character set that will 
support the characters that you want to store. If you need to store multi-
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byte characters, you should use a character set (such as UTF-8) that 
supports Unicode.  

 

See for DBMS Recovery and the Repository DBMS recovery information.  

10.6  Sun Identity Manager Gateway  

See Chapter 11, Install the Sun Identity Manager Gateway, for further information on the 
Sun Identity Manager Gateway.  

10.7 Supported Resources  
Databases  

  IBM® DB2® Universal Database 
for Linux, UNIX®, and Windows® 
(7.x, 8.1, 8.2)  

  Microsoft® Identity Integration 
Server (MIIS) 2003  

  Microsoft SQL Server 2000  

  MySQL™ 4.0.x  

  Oracle9i®  

  Oracle Database 10g Release 1®  

  Sybase Adaptive Server® 12.x  

Directories  

  Sun™ Java System  
Directory Server 5 2004Q2, 
2005Q1(1)  

  LDAP v3(2)  

  Microsoft® Active Directory® 
2000, 2003  

  Novell® eDirectory on Novell 

Message Platforms  

  Lotus Notes® 5.0, 6.5 (Domino)  

  Microsoft® Exchange 5.5  

  Microsoft® Exchange 2000, 2003(3)  

  Novell® GroupWise 5.x, 6  

Operating Systems  

  Sun Solaris™ 8, 9, 10  

  HP-UX 11.0, 11i v1, 11i v2  

  IBM AIX® 4.3.3, 5.2, 5L v5.3  

  IBM OS/400® V4r3, V5r1  

  Microsoft Windows® NT® 4.0  

  Microsoft Windows® 2000, 2003  

  Red Hat Linux 8.0, 9.0  

  Red Hat Linux Advanced Server 2.1, 3.0, 4.0  

  HP OpenVMS 7.2  

Security Managers  
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NetWare 5.1, 6.0  

  Open LDAP  

ERP Systems  

  Oracle Financials on Oracle 
Applications 11.5.9, 11.5.10  

  Peoplesoft (Read Only) with:  

• People Tools 8.1.8 w/ PS 
HRMS 8.3  

• People Tools 8.4.2 w/ PS 
HRMS 8.8 

  SAP® R/3 4.5, 4.6, 4.7 and SAP HR 
4.5, 4.6, 4.7 (read only)  

  SAP® Enterprise Portal v6.0 SP2, 
SP9, SP10  

  Siebel 6.2, 7.0.4  

Help Desk  

  Remedy® Help Desk 4.5, 5.0  

  eTrust CA-ACF2® Security  

  Natural  

  IBM RACF®  

  ScriptedHostResourceAdapter  

  RSA® SecurID® 5.0, 6.0  

  RSA® SecurID® 5.1, 6.0 for UNIX  

  eTrust CA-Top Secret® Security 5.3  

Web Access Control  

  Sun™ Java System 
Identity Server 6 2004Q2, Sun™ Java System 
Access Manager 6 2005Q1, 7 2005Q4  

  IBM Tivoli® Access Manager 4.x, 5.1  

  Netegrity® Siteminder® 5.5  

  RSA® ClearTrust® 5.0.1  

 
Notes:  

 

1. Sun Java System Directory Server 5 2005Q1 requires a patch to Directory Server 
retro changelog plugin for Active Sync. 

2. While these applications are tested on Sun ONE Directory Server and Open 
LDAP, LDAP servers that are v3-compliant may work without any changes to the 
resource adapter. 

3. Microsoft Exchange 2000 and 2003 are managed through the Microsoft Windows 
Active Directory 2000 and 2003 resources. 

10.8  Web Servers  
 

Note  Integration between an application server and Web server is not required. You may 
choose to use a Web server for better load balancing and for increased security (through 
the https protocol).  



 

All information in this document is the proprietary of IDFocus and FHDA  

 

o Apache 1.3.19 
o iPlanet 4.1 
o Microsoft Internet Information Server (IIS) 4.0, 5.0 
o Sun™ ONE Web Server 6 

 
Note  When using Web Server 6 add the Java mail.jar and activiation.jar 
files to the WEB-INF/lib directory. The mail and activation jar files can be 
found at:  

 

http://java.sun.com/products/javamail 
http://java.sun.com/products/beans/glasgow/jaf.html  

 

10.9  Recommended Configurations  

For optimum performance and support, use one of the following operating system/server 
configurations.  

Recommended configuration lists are based on input from customer configurations, 
support, professional services, and pre-sales. Listed configurations are those in which the 
majority of test effort occurred during the release cycle.  

10.10  Server Configurations  

o Microsoft Windows 2000 SP4, running one of: 
 WebLogic 7.2 
 WebLogic 8.1 
 WebSphere 5.0, 6.0 
 Sun ONE Application Server 7 or 8 

o Sun Solaris 9, running one of: 
 Sun ONE Application Server 7 or 8 
 WebLogic 7.2 

o IBM AIX 4.3.3, running WebSphere 5.0 
o IBM AIX 5.2, running WebSphere 5.1 
o IBM AIX 5L v5.3, running WebSphere 6.0 

10.11  Database Configurations  

o Oracle 10g, running on one of: 
 Microsoft Windows 2000 SP4 
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 Sun Solaris 8 
o Oracle 9i, running on one of: 

 Microsoft Windows 2000 SP4 
 Sun Solaris 9 
 AIX 4.3.3 

o IBM DB2 Universal Database 7.2 fixpack 7, running on one of: 
 Microsoft Windows 2000 SP4 
 AIX 4.3.3 

10.12  Test Configuration  

For development purposes, use Microsoft Windows 2000 SP4, running Apache Tomcat 
4.1.29 with JDK 1.4.2 and connecting to MySQL 4.1.  

 

10.13  Memory Requirements  

You should determine your memory needs and set values in your application server's 
JVM. Do this by adding maximum and minimum heap size to the Java command line; for 
example:  

java -Xmx512M -Xms512M  

 
Notes  

 

• For best performance, set these values to the same size. 
• Depending on your specific implementation, you may need to increase these 

recommended values if you run reconciliation.  

For performance tuning purposes you may also set the waveset property 
max.post.memory.size value.  

 
Note  The max.post.memory.size specifies the maximum number of bytes that a posted 
file (for example., via an HTML FileSelect control) may contain without being spooled 
to the disk. For cases where you do not have permission to write to temp files, you should 
increase the max.post.memory.size to avoid having to spool to the disk. The default 
value is 8 Kbytes.  

 

For additional system requirements and information, refer to the Identity Install Pack 
release notes.  
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11 Sign Off  
 
 
 
 
 
The entire FHDA  SUN IDM implementation project design was  reviewed and 
acknowledged by FHDA stakeholders and domain expertise. FHDA would like IDFocus 
to continue into the physical implementation according to the design document attached: 
 
 
 
 
FHDA representative signature   _____________________________________ 
 
Name     _____________________________________ 
 
Title     _____________________________________ 
 
Date     _____________________________________ 


